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1 OBIIMUE ITOJIOKEHUA

1.1. Hacrosimiee Ilonoxxenue no o6paboTKe U 3allUTe MEPCOHABHBIX JaHHBIX MPU
npoBenennn @opyma «3mopoBoe obuiectBo» 2023 (manee — [lonoxeHue) onpenensier
NPUHLUIBL, LIENH, YCIOBUS, CPOKU U CIIOCOOBI 00pabOTKH MEPCOHANBHBIX JaHHBIX (Hajee
— [I/1n), nepeuens kareropuii cyobexToB [1/1H, nepeuens nelHCTBUM, OCYIIECTBISIEMBIX C
[T{1 cyOBbekToB, mpaBa cyobekToB I1JH, MEpONIpUATHS 110 KOHTPOJIIO 3@ COOJIIOJIEHUEM
TpeboBanuii 3akoHoAaTenscTBa PP B oTHOmEHnn obpabotku I1/[H, a Takxke mepbl 1o
zammre 11/1H.

1.2.Hacrosimee Ilonoxenue pa3paboTaHO C ydyeTOM TpeOOBaHUIl CielyrOIINUX
3aKOHOJATENIbHBIX MU HOPMATUBHBIX IPAaBOBbIX akTOB Poccuiickon Penepanuu, a Takxe
JIOKaJbHBIX HOpMaTUBHBIX akTOB Ponpaa «Pockonrpecc» (mamee — DoHa) B oOnacTu
NEPCOHAJIBHBIX JTAHHBIX:

— Konctutynuu Poccuiickoit @enepanuu;

— ®enepanpHoro 3akoHa ot 27.07.2006 Ne 152-P3 «O nepcoHanbHbIX TaHHBIX;

— ®@enepanpHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O06 wunpopmaiumy,
MH(POPMAIMOHHBIX TEXHOJIOTHUSX U O 3aIIUTe HHPOpPMALIUNY;

— Vkaza Ilpesunenta Poccuiickoit ®enepanuu ot 06.03.1997 Ne 188 «O06
yTBepxaeHuu llepedns cBeeHni KOHPUAECHIUAIBHOTO XapaKTepay;

— IlocranoBnenus IlpaButensctBa Poccuiickoir @enepanuu ot 01.11.2012 Ne
1119 «O06 yTBepxkaeHuun TpeOOBAaHUI K 3alUTE NEPCOHAIBHBIX JAHHBIX MpPH HX
00paboTke B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaHHBIX);

— IMocranosnenue [IpaButenbctBa PO ot 15.09.2008 Ne 687 «O0 yTBepKIeHUU
[Tonoxxenust 06 0COOEHHOCTSIX 00PaOOTKHU MEPCOHANBHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
WCIIOJIb30BAHMSI CPEACTB aBTOMATU3ALINI;

— Ilpukaza ®CTIK Poccun ot 18.02.2013 Ne 21 «O06 yTBEepKI€HIH COCTaBa U
COJZIepXKaHMsI OPraHM3ALMOHHBIX M TEXHHYECKHMX Mep IO 00ecrnedyeHuto 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX TMpH WX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax
MEPCOHATIBHBIX JAHHBIX);

— [omutukn @®onna «PockoHrpecc» B obOnacT 00pabOTKH MEPCOHATBHBIX
JAHHBIX.

1.3. Hactosimiee Ilonoxenue sBisieTCss METOAMYECKUM TOKYMEHTOM U MOYET OBITh



WCIIOJIB30BaHO IS

— opranuzanuu mporecca oopadotku IIJ[H B cooTBeTcTBUU C TpeOOBaHUSIMU
NENCTBYIOIIETO 3aKOHOIaTEIbCTBA;

— BBIpaOOTKM  Mep 1O  CBOEBPEMEHHOMY  OOHapyxXeHHiO0  (haKTOB
HecankunonuposanHoro gocryna (HCH) k IIJIlH u ompeneneHus Meponpustuii Mo
npenotspamenuto HCJI x I1/]H;

— OpraHu3alud KOHTPOJs 3a OOECHEYeHHEeM YCTaHOBIIEHHOTO  YpPOBHS
zamuuieHsocty [1/1H.

1.4. OTBeTCTBEHHOCTh,  3a  coOmojieHne  TpeOOBaHWUU  3aKOHOJATENLCTBA
Poccwuiickoit @enepariu v JTIOKATHHBIX HOPMATUBHBIX MPaBOBBIX akTOB DoHIa B 00J1aCTH
[T/11 Hecer qupextop Donpa.

1.5.Hacrosimee IlonmokeHue  siBisieTcst  0Os3aTENbHBIM ISl UCIIOJTHEHUS
JOJDKHOCTHBIMY JIUTIAMU TIPY PEIICHUH 3a7a4 odecrieueHus o0paboTku U 06€301MacHOCTH

I11H.
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2 OCHOBHBIE TEPMHUHBI U OITPEJAEJIEHUSA

2.1 B Hacrosmem IlonoxeHnn WCHONB3YIOTCS CICAYIOIIUE TEPMUHBI H
OTIpeIeIICHUS:

— uHpopmanus — cBeneHus (COOOIIEHHUs, TaHHBIE) HE3aBUCUMO OT (HOPMBI MX
MpeICTaBICHUSI.

— JIOKyMEHTHpOBaHHasi MHQoOpMaIusi — 3aQUKCUPOBaHHAs HAa MaTepUAIbHOM
HOCUTEJIC TYTEM TOKYMEHTHpPOBaHHsS WH(GOpPMAIUs C PEKBH3UTAMH, ITO3BOJISIOIIUMU
OTpEIeNIUTh TaKyI0 MH(OPMAIIHIO WK €€ MaTepUaIbHbIi HOCUTEIIb.

— NEepCOHAJbHBbIE JaHHble — Jt00as MH(OpMaLuUs, OTHOCSINASACA MPSAMO WU
KOCBEHHO K ONpEJEICHHOMY WM onpenensieMoMy (u3ndyeckoMy JHiy (CyOBEKTy
MEPCOHANIBHBIX JAaHHBIX);

— KOHQHUACHIMAIBHOCTh NEPCOHATBHBIX JaHHBIX — O0s3aTeNbHOE IS
COONIOZICHUS] HA3HAYEHHOTO OTBETCTBEHHOTO JIMIIA, TMOJYYUBIIETO JOCTYN K
MEPCOHANBHBIM JJAHHBIM CYOBEKTOB MEPCOHAIBHBIX JaHHBIX, TPEOOBAHUE HE JIOIMYCKATh
UX pacnpocTpaHeHus 0e3 coryacusi CyObeKTa Wik MHOTO 3aKOHHOT'O OCHOBAHMS;

— omeparop — rocyJapCTBEHHBIH OpraH, MyHHIIUTIATBHBIN OpTraH, I0PUIAIECKOe
win  (pU3MYecKoe JUI0, CAMOCTOATENBHO WM COBMECTHO C JAPYTUMH JIHIAMHU
OpraHMu3yIoNIMe U (UJK) OCYIIECTBISIONME 00pabOTKy MEePCOHAIbHBIX JaHHBIX, a TAKKe
orpeneisiomye 1ean oOpaOOTKH IEPCOHANbHBIX MJAaHHBIX, COCTaB IEPCOHAJIBHBIX
JTaHHBIX, TOJUIeKamMX o0paboTke, JAcWcTBUSA  (Omepaiuu), COBEpIIaeMbIE C
MEePCOHAIBLHBIMU JAHHBIMH;

— o00paboTKa TEPCOHANBHBIX JaHHBIX — JI000E JelcTBUE (Oorepaius) HWiIu
COBOKYITHOCTh JIEWCTBHI (Omepaiuii), COBEpIIAEMBIX C KCIOJb30BAHUEM CPEJICTB
aBTOMATHU3aIlMU WK 03 UCIOJb30BaHUS TAKMX CPEJICTB C MEPCOHATBHBIMU JaHHBIMU,
BKJIfOYas cOOp, 3amuch, CHCTEMAaTH3alMI0, HAKOIUICHWE, XpaHCHHWE, YTOYHEHHUE
(oOHOBIIEHUE, U3MEHEHUE), U3BIICUEHUE, HCIIOIb30BaHNe, nepenavyy (pacrnpocTpaHeHue,
MpeIoCTaBlIeHHe, JOCTYyM), OJOKMPOBAaHHE, yJajeHHE, YHHUUYTOXXKEHHE MEPCOHATBHBIX
JAHHBIX;

— aBTOMAaTU3WPOBaHHAs 00pabOTKa MEPCOHATBHBIX NAaHHBIX — 00paboTKa
NEPCOHATBHBIX TAHHBIX C TOMOIIBIO CPEJICTB BBIYUCIUTEIbHON TEXHUKH;

— pacnpoCTpaHEHUE IMEPCOHANBHBIX JAaHHBIX — JEHUCTBUS, HAIPABICHHBIC Ha



PaCKpBITHE NIEPCOHAILHBIX TAHHBIX HEOTPEACICHHOMY KPYTY JIUIL;

— TMpPEAOCTaBICHUE TMEPCOHATBHBIX JAHHBIX — JEHCTBUS, HANpaBICHHBbIC Ha
PAaCKpBITHE MEPCOHATBHBIX JaHHBIX OIMPEISICHHOMY JIUILy WM OMPEICICHHOMY KPYTY
T

— OJIOKMpOBaHWE TIEPCOHANBHBIX JIAHHBIX — BPEMEHHOE MPEKpaIICHHe
00pabOTKM TMEepCOHANTBHBIX JAHHBIX (32 HCKIIOYEHHEM CiydaeB, eclii o00paboTka
HeoOXoIMMa I YTOUYHEHUS IEPCOHATBHBIX JIAHHBIX);

— YHUYTOXCHHE TMEPCOHAJBHBIX JTaHHBIX — JICUCTBHSI, B pe3yJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJIEP)KAHHE TEPCOHAIBHBIX JaHHBIX B
WH(OPMAIIMOHHON CUCTEME TEPCOHAIBHBIX JaHHBIX W (WJIHM) B Pe3yJIbTaTe KOTOPBIX
YHHUYTOXKAIOTCS MaTepHaIbHbIE HOCUTEIN TIEPCOHATBHBIX JaHHBIX;

— o0e3nMuMBaHue MEPCOHATBHBIX JaHHBIX — JCHCTBHS, B PE3yJIbTaTe KOTOPHIX
CTAaHOBHTCS HEBO3MOXHBIM 0€3 HCIIOIB30BAaHUS JIOMOJHUTEIBHOW WHGOPMAIIUN
ONIPENIEIUTh TMPHHAUICKHOCTh TICPCOHAJBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX JIAHHBIX;

— wuH(pOpMAIIMOHHAs CHCTEMa TNEPCOHAIBHBIX JIAHHBIX — COBOKYITHOCTb
cofiepkamuxcsi B 0a3ax JaHHBIX TMEPCOHAIBHBIX JaHHBIX M OOECIEUYMBAIOIIMX UX
00paboTKy HHPOPMAITMOHHBIX TEXHOJIOTHIA U TEXHHYECKHUX CPEJICTB;

— TpaHCTpaHWUYHAS Tepeada MepCOHATBHBIX JaHHBIX - Mepeada MepCOHATBHBIX
JTAHHBIX Ha TEPPUTOPUI0 MHOCTPAHHOTO TOCYAApCTBAa OPraHy BJIACTH WHOCTPAHHOTO
roCy/IapCTBa, WHOCTPAHHOMY (U3HUYECKOMY JIMIY WJIM HHOCTPAHHOMY IOPHIHYECKOMY

JUITY.
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3 OBPABOTKA INIEPCOHAJIBHBIX JTAHHBIX

3.1 IlpuHUMIIBI 00PA0OTKH NMEPCOHATBHBIX JaHHBIX

3.1.1 O6pabotka [1J[H ocymiecTBIseTCS Ha 3aKOHHOM U CIIPAaBEIJIUBOI OCHOBE.

3.1.2 O6pabotka II/IH orpaHuumMBaeTCsi AOCTHUKEHHUEM KOHKPETHBIX, 3apaHee
OTpeIeNIEHHBIX U 3aKOHHBIX 1EJeH.

3.1.3 He nomyckaercst o0benuHeHne 0a3 MaHHbBIX, conepkammx [1J{H, oOpadoTka
KOTOPBIX OCYIIECTBIISIETCS B LIEJSIX, HECOBMECTHMBIX MEXITy COOOA.

3.1.4 O6pabotke momnmexar Tonbko IIJ[H, KoOTOpeIe OTBEYAIOT MEIAM UX
00paboTKHy.

3.1.5 Conepxxannie u 06beM oOpabaThiBaeMbIX [1J[H COOTBETCTBYIOT 3asBJICHHBIM
uensiM oopabotku. O6padareiBaembie [1/IH He ABASIOTCS M30BITOYHBIMU 1O OTHOIICHUIO
K 3asBJICHHBIM IIeJIIM UX 00pabOTKH.

3.1.6lpu o00OpaboTke TEpPCOHANTBHBIX JAHHBIX OOECIEUHUBACTCS TOYHOCTH
MEePCOHAIBHBIX JTAHHBIX, UX JIOCTATOYHOCTh, & B HEOOXOAUMBIX CIydasx U aKTyaJIbHOCTh
MO0 OTHOLICHHIO K IIeNsAM 00paboTKM MepCcOHAIbHBIX MaHHbIX. DoHA mnpuHHMaeT
HEoOXoanMbIe Mephl 00 oOecreurnBaeT WX MPUHATHE IO yNAJICHUI0 WM YTOYHCHHIO
HEMOJIHBIX WJIM HETOYHBIX JJAHHBIX.

3.1.7 XpaneHue nepcoHaNbHBIX JAHHBIX OCYIIECTBISETCA B (pOpME, TO3BOJISIONICH
OTIPEeNIeNTh CYOBEKT TMEepPCOHAJBHBIX JAHHBIX, HE JOJBIINE, Ye€M JTOr0 TPEOYIOT IeiH
00paboOTKHU TEPCOHANBHBIX JTAHHBIX, €CIU CPOK XpPaHEHUS MEPCOHAIIbHBIX JAHHBIX HE
yCTaHOBJIEH (eAepalibHbIM  3aKOHOM  WJM  JIOTOBOPOM, CTOPOHOM  KOTOPOTO,
BEITOJIOTIpUOOpETaTeIeM WM TIOPYYHTENIeM, 10 KOTOPOMY, SIBIISIETCS CyOBEKT
MEePCOHAIBLHBIX JIAHHBIX.

3.1.8 OGpabaTsiBacMbIe MEPCOHATBHBIC JAHHBIC YHUYTOXKAOTCS IO JOCTHKEHUU
neseid o0padOTKH WM B Clydae yTpaThl HEOOXOAMMOCTH B JOCTHIKCHHU ITHX IIEJeH,
€CJIM MHOE HE MPEeTyCMOTPEHO (eiepabHbIM 3aKOHOM.

3.1.91I1/In He pacKpbIBalOTCS TPETbUM JIMIIAM W HE pPaclIpOoCTpaHsIoTCs 0e3

cornacus cyobekta [1/1H, ecniu mHOE HE MPeayCMOTPEHO (eiepaibHBIMU 3aKOHAMHU.
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3.2 Ilestu 00padOTKM MEPCOHATIBLHBIX TAHHBIX

3.2.1 O6padotka IIJIln mpu mpoenenun dDopyma «3maopoBoe oOmiecTBo» 2023
(manmee — ®30-2023) ocyiiecTBISIETCS B IEIAX:

— obecrnieueHHs COONIOACHUST 3aKOHOJATEIBHBIX M HOPMATHUBHBIX IPABOBBIX
akToB Poccuiickon denepanunu;

— 3AIIMTHl JKW3HM, 310POBbS WM MHBIX JKA3HEHHO BaXXHBIX HMHTEPECOB
CyOBEKTOB EPCOHANbHBIX IaHHBIX;
— TIOATOTOBKM, 3aKJIOUCHHMs, HCIOJHEHHS W MPEKPaALECHUs JOTOBOPOB C
KOHTpAarcHTaMHu;
— o0ecriedyeHus NPOMyCKHOIO U BHYTPUOOBEKTOBOI'O PEKUMOB Ha:
—  oObekrax nposenenus ®30-2023;
—  MEpONpHUATHAX JEJ0BOM M KyJIbTypHOU mnporpammel ®30-2023,
IIPUEMAax, BBICTABKAX JIEJIOBBIX BCTpEYax;
— HUHQOPMUPOBAHUS MOTEHUHMANBHBIX Yy4yacTHHUKOB ®30-2023 o cpokax u
MECTE €ro NPOBEICHHUS;

—  pe3epBUPOBAHUS MECT JJIs MOCTOSHHBIX yyacTHUKOB D30-2023.

3.3 IlepeyeHb CyObEKTOB MEPCOHAIBHBIX JAHHBIX

3.3.1 B xone mposenernss ®30-2023 ocymecTBisercss 00paboTKa CleIyromux
kareropuii cyonbextoB [1/1H:

— corpynauku Ponpa;

— COTPYJIHHUKHU KOHTPAreHTOB;

— TIPEACTAaBUTENH Cpe/ICTB MaccoBor uHpopmaruu (CMUN);

— OpraHu3aTopHl;

— yuactHukH (noceturenu) ©30-2023.

3.4 llepeyennb 00padaTbIBaeMbIX MEPCOHAJIBHBIX JAHHBIX



8

3.4.1 TIlepeuenn oOpabarbiBaeMbix [1/[H onpesensercs B COOTBETCTBHH C YYETOM
neneit oopaborku I1JIH, ykazaHHbIX B HacrosimieMm [lomoxeHWM, W BKJIIOYAaeT B ceOs
CJIETyIOIINE TAaHHBIE:

—  (amuusi, UMsi, OTYECTBO;

—  TOJ;

—  JlaTa ¥ MECTO POXKJICHUS,

— TACMOpPTHBIE JaHHBIC (TPaXJaHCTBO, CEpHsi, HOMEP, KEM M KOIJa BbIAaH
JOKYMEHT);

— aJpeca perucTpaiuu Mo MeCTy KUTEIhCTBA M (PaKTUUECKOTO TPOKUBAHUS;

— HoMmepa TeneoHOB (JOMaITHETO U MOOMIIBHOTO);

—  aJIpec IEKTPOHHOM MOYTHI;

—  CBeJIEHHUA 0 MecTe paboThl/yueOnl;

—  dororpadus.

3.5 Cpoxu 00padoTKM MEPCOHATBHBIX JAHHBIX

3.5.1 OGpabotka [1/IH ocymiecTBISIETCSI 10 JOCTHIKEHUS MOCTABJICHHBIX IIeNIeH
00pabOTKH MEePCOHANTBHBIX JAHHBIX, €CIU CPOK OOpaOOTKH MEPCOHAIBHBIX JaHHBIX HE
yCTaHOBIIeH (enepalibHBIM  3aKOHOM  WJIM  JIOTOBOPOM, CTOPOHOM  KOTOPOTO,
BEITOZIOTIpHOOpETATENIEM WM TOPYYUTENIEM, TI0 KOTOPOMY, SIBJISIETCS CYOBEKT

IICPCOHAJIBHBIX HAHHBbIX.

3.6 YcioBusi 00padO0TKH NEPCOHAIBHBIX JAHHBIX

3.6.1 O6pabotka I1/IH ocymiecTBiseTcs ¢ COONIIOIGHUEM MPUHITUIIOB U TPaBHII,
npeaycmotpeHHbix OenepanbubiM 3aKk0HOM 0T 27.07.2006 Ne 152-D3 «O nepcoHaabHbIX
naHHBIX» (Hanee — @3 «O mepcoHATBHBIX TaHHBIX) ).

3.6.2 O6paboTtka I1/1n ocymectBusiercs ¢ cornacus cyonbekTa [1/lH Ha 0O6paboTKy
ero I1/[H.

3.6.3 ®onx BmpaBe mopyuuTh 00paboTky IIJIH apyromy mmiy ¢ coriacus
cyowekra [1/]H, eciu WHOE HE MPEIYCMOTPEHO (enepantbHbIM 3aKOHOM, Ha OCHOBaHUU

3aKJIF0YaeMOr0 C ATUM JIMIIOM JIOTOBOpa (layiee — MopydeHwe oreparopa). Jluio,
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ocyuiectBisoniee oopadborky I[1/In mo mopyueHuto omeparopa, 00s3aHO COOMIOAATH
npuHOUOB 1 1enu oopadotku [1/1H, mpexycmorpennbie HactosmuM [lonoxennem n @3
«O mepcoHanpHBIX [JaHHBIX». B mopydeHnu onepatopa ONpPENEISAIOTCS IEPEYCHb
nevictBuii (omeparuii) ¢ I1/]H, KoTopble OyayT COBEPIIATHCS JUIIOM, OCYIIECTBIISIOIINM
obpabotky I1/lH, u mennm o0pabOTKH, yCTaHABIMBAETCS OOS3aHHOCTH TAKOTO JIHIIA
cobmonath koHbpuaeHuanbHocTh [1/ln m obecneunBarh Oe3omacHocTh [IJIH mpu ux
00paboTKe, a Tak)Ke YKa3bIBalOTCSA TpeOoBaHMs K 3amuTe oOpabarteiBaeMbix [IJIH B

cooTBeTcTBUU cO cTaThel 19 @3 «O nepcoHaNbHBIX JaHHBIX.

3.7 Cnnoco0b1 00padOTKH NMEPCOHAIBHBIX JAHHBIX

3.7.1 OGpabotka II/IH ocymecTBisgerca MyTeM aBTOMAaTU3UPOBAHHOW U
HEaBTOMATU3UPOBAHHOM (CMeIIaHHON) 00pabOTKM MepCOHAIBHBIX JJAHHBIX.

3.7.2 TpancrpanuuHas nepenava [1/[H He ocyiiecTBisieTcs.

3.8 Ilepeuennb aeiicTBUI, OCYHIECTBJIAEMbIX € IEPCOHAJTbHBIMU JAHHBIMH

Cy0beKTOB

3.8.1 O6paboTka mepcOHAIbHBIX JaHHBIX BKIIOYaeT B cebs cOop, 3amuchk,
CUCTEeMATH3aII0, HAKOIUIEHWE, XPaHCHHWE, YTOYHCHHE (OOHOBJICHHME, W3MEHEHUE),
W3BJICUCHHUE, MCIOJb30BaHUE, Tepedady (IpeaocTaBlieHHe, OCTYM), OJIOKHpOBaHUE,

yaaneHue, yauuroxxenue [1/1H.

3.9 IIpaBa cy0beKTa NePCOHAIBHBIX JAHHBIX

3.9.1 Cybwextsr I/l mmeroT mpaBo Ha MoilyuyeHHEe HHQPOpPMAIMU, Kacaroleics
00pabOTKH €ro NepcoHaIbHBIX JAHHBIX, B TOM YUCIE COACPKAIICH:

— noATBepkIeHuE pakTta 00pabOTKH MEPCOHANBHBIX JAaHHBIX ONEPaTOPOM;

— TPaBOBbIC OCHOBAHUS M LI 00pabOTKU MEPCOHATBHBIX JaHHBIX;

— LeJUM M NPUMEHSAEMBbIE ONEepaTopoM CIoco0bl OOpabOTKH NEPCOHATBHBIX
JAHHBIX;

— HaMMEHOBaHME W MECTO HAaXOXJICHHUS OmepaTopa, CBEICHMsS O JMIax (3a
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UCKIIIOUECHUEM PaOOTHUKOB OIEparopa), KOTOpPbIe HMMEIOT JOCTYH K IEePCOHAIbHBIM
JAHHBIM WM KOTOPBIM MOTYT OBITh PACKPBITHI MEPCOHATBHBIC AHHBIE HA OCHOBAaHUH
JIOTOBOpA C OIEPaTOPOM HMJIM Ha OCHOBAHUH (eiepaIbHOro 3aKOHa;

— oOpabaTbeIBaeMbIe MepPCOHAJIbHBIC JTaHHBIE, OTHOCSIIIINECS K
COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHATBHBIX JAHHBIX, UCTOYHUK WX TOJYYCHHUS, €CIIN
WHOM MOPSIIOK MPEACTABIICHUS TAKUX JAHHBIX HE MPEAYCMOTpEH (eJepaibHbIM 3aKOHOM;

—  CpoKHu 00pabOTKH MEPCOHATBHBIX JAHHBIX, B TOM YHCJIC CPOKU UX XPAHCHHUS,

—  TOPSJOK OCYIIECTBICHHSI CYOBEKTOM TIEPCOHANBHBIX JAHHBIX IIPaB,
npeaycMoTpeHHbIX DeepanbHbIM 3aKOHOM «O MEPCOHATBHBIX JaHHBIXY),

— wuHpOpPMAIHIO O MPEANoIaraeMoi TpaHCTPAaHUYHOW TepeIaue JTaHHbIX;

— HaWMMCHOBaHHWE WM (aMUWIMIO, HWMsA, OTYECTBO M  aJpec JIMIIA,
OCYIICCTBIISIONIET0 00paOb0TKy MEPCOHAIBHBIX JaHHBIX IO IMMOPYYCHHUIO OIepaTopa, eCiu
00paboTka rmopy4eHa uin OyaeT mopy4yeHa TakoMy JIHILY;

—  HHbIE CBEJICHUS, peyCMOTPEHHbBIC denepalibHBIM 3aKOHOM
«O MepCOHANBHBIX JAHHBIX» WM JIPYTUMU (eepaTbHbIMHA 3aKOHAMH.

3.9.2 TIlpaBo cyonekra I1/ln Ha moctyn k ero I1[IH MoxeT ObITh OrpaHUYEHO B
COOTBETCTBUU C (heJiepaTbHBIMK 3aKOHAMH, B TOM YHCIIe eciu nocTym cyonsekra [1/[a

ero I1/ln Hapy1iaeT npaBa U 3aKOHHbIE UHTEPECHI TPETHUX JIUII.

3.10 Iopsaok 00padOTKU NMEPCOHAIBHBIX JTAHHBIX

3.10.1 Hcrounuku nonyuyenus 11/1x:

— cyosext [1/1H;

—  3aKOHHBIN MpeacTaBUTENb cyonekTa [1/]H.

3.10.2 donx He mMmeeT mpaBa moiaydarh U odpadateiBaTh [1/H cyonekta I1JIH o
€ro pacoBOl, HAIlMOHAIBHON NMPUHAAJICKHOCTHU, MOJIUTUUYECKUX B3TJIAIaX, PEIUTUO3HBIX
i GuIocoPckux yOexkIeHUs X, MHTUMHOM JKU3HU.

3.10.3 B cnyuae ucnonbs3zoBanus s nonydenus [IJIH popm, pacrnonoxeHHbIX Ha
UHTEpHET-canTe PoHa:

—  OCYIIECTBJISIETCS  BO3MOXHOCTh  OECHPENSTCTBEHHOTO  O3HAKOMJICHUS
cyowekta [1/1H ¢ [Tonutukoit ®oHa B OTHOIIEHUH 00OpaOOTKH NIEPCOHAIBHBIX TaHHBIX;

— IIJIn mepepatorcsi Ha 0OpabOTKYy TOJIBKO TOCHE TOJMYYEHHUS COTJIacus
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cyobekra I1JIH Ha 06pabotky ero I1/IH, myTem mpocTaBiieHUsI COOTBETCTBYIOLIETO 3HAKA
(ramouku) B (oOpMe pEerucTpaludyd Ha COOTBETCTBYIOIICH CTPaHUIE HHTEpPHET-caiiTa
donna.

3.10.4 ®ounp nomyuyaet I1JIH oT camoro cyObekTa UM €ro NpeaCcTaBUTENs], OCIe
MOJTyYEHHsI OT TAKOTO CyOBEKTa WM €ro MPEACTaBHTENs, coryiacus Ha oOpabOTKy ero
[I/IH, ecnm HMHOE HE OrOBOPEHO [JEHCTBYIOIIMM 3aKOHOJATEIBCTBOM Poccuiickoit
®denepanuu.

3.10.5 OO6pabotrka IIJIH MOXET OCYIIECTBIATHCS HWCKIIOUYUTEIHHO B IICIIAX,
yKa3zaHHbIX B 1. 3.2. Hactosuiero [lonoxenus.

3.10.6 TIIa cyOBekToB 00pabaThIBAIOTCA M XpaHATCS B HH(POPMAIMOHHOU
cucreMe nepcoHanbHbIX JaHHBIX ®30-2023 (nanee — UCITn ®30-2023).

3.10.7 IMonb3oBarensm UCII/Ix ©30-2023 3ampenieHo 3aMChIBaTh U XPaHUTh Ha
BHEIIHUX (OTYYX/JIa€MbIX) HOCHUTEISIX HMH(POPMALMIO, COJAEpPXKAIyl0 IepPCOHANIbHbIE
JTaHHBIE.

3.10.8 Ilpu mpuHSATHM pelleHUH, 3aTparuBaloIIMX HHTepechl cyobekta IIJIH,
@®oHa HE HMeeT IpaBa OCHOBBIBATbCS Ha IE€PCOHAIBHBIX JIAHHBIX, MOJYUYEHHbBIX
UCKJIIOYUTENIBHO B PE3yJIbTaTe UX aBTOMATH3UPOBAHHON 00pabOTKH.

3.10.9 TIlpu mnepemaue II[ln Donn o00sa3yeTcs COOIIOAATH CIEAYIOIINE
TpeOOBaHUS:

— He cooOwarh IMepcoHaNbHbIE JaHHble CyOBEKTa NEPCOHAJIBHBIX JAHHBIX
TpeTbell CTOPOHE 0e3 ero cornacus, 3a UCKIIOUEHUEM CIIy4aeB, KOrAa 3T0 HE00X0AUMO B
HEJAX NPeayNpeKICHUs YTPO3bl )KU3HH U 3I0POBbIO CyOBEKTa MEPCOHANTbHBIX JaHHbIX, a
TaKXKe B CIy4asX, yCTAHOBIICHHBIX (heepatbHBIMU 3aKOHAMU;

— MpeAyNpeauTb JIMI, TOJYyYMBIIUX IE€PCOHANIbHbIE JaHHblE CyOBeKTa
NEPCOHAIBHBIX JAHHBIX, O TOM, YTO 3TH JAHHBIE MOTYT OBITh MCIOJB30BaHbI JIMIIb B
HessiX, IS KOTOPbIX OHU COOOLIEHBI, U TPeOOBaTh OT 3TUX JIMI] MOJATBEPKACHUS TOTO,
YTO 3TO NMPABUIIO COOJIIOJICHO.

3.10.10 B cnyuae BbISBIECHUS HEMPABOMEPHBIX JEHUCTBUN C IMEPCOHAIBHBIMHU
naHHbIMA POHJT 00s13aH yCTPAaHUTH AOIYIIEHHbIE HapylIeHus. B ciiyyae HEBO3MOKHOCTH
yCTpaHEHHUsl JONYLIEHHbIX HapylieHuil POHJ B CpoOK, He MpeBblmaromuil 3 (Tpex)
pabounx 1HEH ¢ AaThl BBISBICHUS HEMPABOMEPHOCTH JEHCTBUI C NEPCOHATHHBIMU

JaHHBbIMU, 00s13aH YHHUYTOXUTH TaKUC IICPCOHAJIbHBIC TaHHBIC.
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3.10.11 O6 ycTtpaHeHUM [AONYIIEHHBIX HApyUIEHUH WM 00 YHHUYTOKEHUU
NEPCOHANBHBIX JaHHBIX DOHA 00s513aH YBEJOMUTH CyOBEKT NMEPCOHATBHBIX JaHHBIX, 4 B
cilydae, eciu oOpalleHre WM 3anpoc ObUIM HAIpaBJIEHbl YIIOJTHOMOYEHHBIM OpPTraHOM 10
3aIUTe MpaB CyObEKTOB MEPCOHANBHBIX JaHHBIX, TAK)KE YKa3aHHBIA OpraH.

3.10.12 TlepcoHasbHbIE TaHHBIE YHUUTOXKAIOTCS B CIIyYasX:

— JOCTIDKEHUS 11eieil 00paboTKY NepCOHATBHBIX TAaHHBIX;

— OT3bIBa CYOBEKTOM NEPCOHANBHBIX JAHHBIX COrJIacusi Ha 00pabOTKYy CBOMX

MNEPCOHAIBHBIX TaHHBIX.



13

4 3AIIMTA ITEPCOHAJIBHBIX TAHHBIX CYBBEKTOB

4.1 OcHOBHbBIE MEPONIPUATHS 110 00ecneYeHH IO 0€30MACHOCTH MEePCOHATbHBIX

JAHHBIX

4.1.1 Obecneuenue 6e3zonacHoctu [IJIH mpu ux oOpabOTKe AOCTUTraeTCsl MyTeM
WCKIIFOYEHUS HECAHKIMOHMPOBAHHOIO, B TOM YHCIIE€ cllydaitHoro, aocryna k II/1H,
pEe3yJabTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXXEHHE, W3MEHEHHE, OJIOKUPOBaHUE,
KonupoBaHue, pacrnpocrtpanenue [1/]H, a Takke WHbIE HECAHKIIMOHUPOBAHHBIE ICMCTBUS
c II/1n.

4.1.2 Meponpusatus 1o obecrniedennio OezonacHoctu [IJ[H ompenensroTcs B
3aBUCUMOCTH OT YPOBHS 3allMILEHHOCTH TMepcoHaNbHBIX HaHHbIX B MCIIH ¢ yueTom
BO3MO>XHOT'O BOSHHUKHOBEHHS yTPO3 )KMU3HEHHO BaKHBIM MHTEpEcaM JIMYHOCTH, 00IIeCTBa
Y TOCYJlapCTBa.

4.1.3 Peanu3yroTcss Mepbl, HampaBJICHHbIE Ha BBINIOJTHEHUE TpeOOBaHUM,
ycTaHOBJIEHHBIX D3 «O nepcoHaIbHbIX JaHHBIX»:

— mnonydyeHue cormacuii cyonrektoB [IJlH wHa o6paGotky wux IIJ[n, 3a
HUCKIIFOYEHUEM  CIIy4aeB, NPEAYCMOTPEHHBIX  3aKOHOJATeNbCTBOM  Poccuiickoit
®denepanuu;

— Ha3HaYeHHE OTBETCTBEHHOT'O 3a opranu3anuio oopadorku [1/1H;

— Ha3HauYeHHEe OTBETCTBEHHOTO 3a obecrnieueHue 6ezonacHoctu [1/1H;

— TPUHATUE JIOKAJbHBIX HOPMATUBHBIX aKTOB B 00JACTH 0OpaOOTKMU M 3aIUTHI
I11H;

— NPUMEHEHHUE MPABOBbIX, OPraHU3ALMOHHBIX U TEXHUYECKUX MEpP IO 3alluTe
[1/11 B cooTBeTCcTBHMHM ¢ TpeOoBaHUsAMH K 3amuTte [1/]H;

— OCYILECTBJICHHE BHYTPEHHEr0 KOHTPOJS coOoTBeTcTBUA 00pabotku I1[n d3
«O mnepcoHaNbHBIX JaHHBIX» M MPUHATBIM B COOTBETCTBUH C HHUM HOPMATHBHBIM
MpaBOBBIM akTaMm, TpeOoBanusM K 3amure [IJ[H, momutuke @OHIA B OTHOIICHHUH
obopabotkm IIJ[H, a Takxke JOKaTbHBIM HOpMAaTHBHBIM akTaM PoHma B o0iacTu
00paboTku u 3amuthl [1/1H;

— OCYILECTBJICHUE OLICHKH Bpe/ia, KOTOPbIH MOXKET ObITh MPUYUHEH CyOBEeKTaM

I1/11 B cnyuae HapymeHuss @3 «O nepcoHanbHbIX JaHHBIX);
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— O3HAKOMJICHHE JIWII, HETTOCPEJACTBEHHO OCYIIECTBIAIOMMX 00padoTky I1/1H, c
MOJOKEHUAMU 3akoHoaarenbcTBa Poccuiickoit ®eneparmu o II/IH, B TOM uwmcie
TpeOoBanusaMu K 3ammre [IJIH, HOKyMEHTamu, OMNPEHCTSIOMMUMH TOJUTUKY B
oTHomeHnn o00padoTku IIJIH, JTOKaTbHBIMA HOPMATHUBHBIMH aKTaMH II0 BOIIPOCAM
00paboTKH MepCOHATBHBIX JTAHHBIX;

— yueT MalmHHbBIX Hocutenen [1/1H;

— mnpuMeHeHue Mep s BoccraHoBieHust [IJ[H, MOAMUIIMPOBAHHBIX WU
YHUUTOKEHHBIX BCJIEACTBUE HECAHKIIMOHUPOBAHHOTO AOCTYIIA K HUM;

— XpaHEeHHE MaTepHalbHBIX HocuTened IIJlH ¢ coOmrogeHreM yCIIOBH,
obecreunBaromx coxpaHHocTh [IJIH 1 UCKTIOYaIOMNUX HECAHKITMOHUPOBAHHBIA JOCTYII
K HUM;

— YyCTaHOBJIEHHE 3ampeTa Ha nepenady [I/[H mo OTKpBITBIM KaHaJlaM CBS3U 3a
npenenbl  KOHTPOJIUMPYEMOM 30HbI 0€3 TPUMEHEHHUS YCTAHOBJICHHBIX Mep 0

obecnieuennro 6e3onacHoctu I1/1H.

4.2 Mepbl 3alIIMTHI NEPCOHATBHBIX JAHHBIX

4.2.1 PasrpannueHre TOJHOMOYHMM JIOCTyna K IEPCOHAIBHBIM  JaHHBIM,
obpabateiBaecMbiM B UCIT{n ®30-2023.

422 ]Ina  3ammuTtel Bxona B APM  mpumeHnstorcs  JIOTUH M [apolib,
WHAUBUAYaJbHBIE JJI KaXJIOTO IOJIb30BaTeNd. 3aliuTa OT HECAHKIMOHUPOBAHHOTO
J0CTYTIa OCYILECTBIISIETCS C UCIIOJIB30BAHUEM CPEICTBA 3alUThl MH(OpMaLUK.

4.2.3 Ina 3aumtsel UCITJH ©30-2023 oT BpeIOHOCHBIX MPOrpaMM IPUMEHSETCS
CPEICTBO AHTUBUPYCHOU 3aIUTBHI.

4.2.4 Ina  3amuthl  ceteBoi HHPpacTpykTypsl @DoHAa NpU  MEKCETEBOM
B3aMMO/ICUCTBUU MPUMEHSIOTCS MHOTO(YHKIMOHAJIBHBIE YCTPOWMCTBA, BKIIIOYAIOIINE B
cedsl MEeXKCeTeBOM HKpaH, CpeACTBO OOHApYy’>KEHUs BTOPKEHUH, a TaKXKe CpeACTBO
noctpoenust VPN-kananos.

4.2.5 Ina 3ammtsl 110 npu nepenaye Mo OTKPBITBIM CETAM CBSI3U MCIOJIB3YETCS

mmdposanue o nporokosam HTTPS/TLS 1.2, SSH, IPSEC, SSL.
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S OPTAHM3AINUA PABOT 11O 3AIIIUTE ITTH

5.1 Pabotsl mo 3aumre I1J[H B @oHOe OpraHU3yIOTCA C Y4YETOM CJEAYIOLIUX
OCHOBHBIX ITPUHIIUIIOB:

— yueT TpeOOBaHUI PYKOBOJSAIIMX JOKYMEHTOB 110 00ECIIeUeHUIO O€30M1acCHOCTH
§VILH

— KOMIUIEKCHBIN MOJX0/ K HOCTPOCHMIO cUCTeMbI 3auThl [1/1H;

— o0ecniedeHue 3amMThl HA Bcex dTamax odpabdotku IIJ[H m Bo Bcex pexxmmax
¢ynkuuonupoBanust MCIIJJH, B TOM uyucie TpuU TNPOBEACHUU PEMOHTHBIX H
periJaMeHTHBIX padoT;

— obecnieueHne HeoOXxoauMMoro ypoBHs 3amutbl [I/IlH nmpu MHHHMaIbHBIX
3arparax;

— HCIIOJIb30BAaHUE CPEJICTB 3allUThI, HE YXYJILIAIOUIMX CYIIECTBEHHO OCHOBHbBIE
xapakrepuctuku UCII/H;

— obecneuenue KOHTpost 3 dexTuBHOCTH cpencTB 3ammThl [1/1H.

5.2 HenocpeaCcTBEHHOE PYKOBOJICTBO pabOTaMu IO CO3/IaHUIO, SKCIUTyaTallud U
COBEPILIEHCTBOBAHUIO cucTeMbI 3amuThl [1/[H Ha PopyMe OCyIIEeCTBISET OTBETCTBEHHBIN
3a obecnieueHue 6e3omacHocTu I1/1H.

5.3 Ilpu opranuzanuu W BbIMOJHEHHH pabor mo 3ammure [IJI[H HeoOxommmo
PYKOBOJICTBOBATbCSl JIEUCTBYIOLIMMHU 3aKOHAaMH, IOCTAHOBJIEHUSIMHU, PYKOBOJSALIIMMU
nokymeHTamu 1o 3amurte [1/1H, a Taxoke TpeboBaHusaMuU HacTosero [lomoxenus.

5.4 Opranuzanus BBIIOJHEHHS pabOT MO YCTAaHOBKE, HACTPOHKE W BBOAY B
AKCIUTyaTalli0 MPOTPAaMMHBIX W IPOrpaMMHO-annapaTrHeiX cpeAcTB 3amuThl [1/1H,
pa3paboTKe oOpraHu3alMOHHBIX Mep o 3ammre [I/IH ¥ KOHTpOMIO 3a COCTOSHUEM
cucrembl 3ammTel [[JlH B WCII[n ®30-2023 Bo3naraercs Ha OTBETCTBEHHOI'O 3a

oOecrieueHre 0€30MaCHOCTH EPCOHATBHBIX TAHHBIX.
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6 KOHTPOJIb 3A COBJIOJJEHUEM TPEBOBAHUI 3AKOHOJIATEJILCTBA
P® B OTHOHIEHUU OBPABOTKMU II/TH

6.1 Kontpons 3a cobmroneHnemM TpeOOBaHHMI 3akoHOJATeNbcTBa Poccuiickoit
®deneparuu B oonactu [1/H mpou3BouTCS C MENBIO:

—  MPOBEPKHU COOTBETCTBUs 00padoTku [1/[H qaHHBIM TpeOOBaHUAM;

— TIPOBEPKU COOTBETCTBUSA MpUMEHseMbIX Mep no 3amure [I/I[H gaHHBIM
TpeOOBaHUsAM;

— TIpUHATHS MEp, HaNpaBICHHBIX HA BBISABICHUE M IPEAOTBPAILLICHHE
HapyLIEHUI 1aHHBIX TpeOOBaHUI;

—  BBISBJICHUS] BO3MOXHBIX KaHanoB yTeuku [1/1H;

—  YCTpPaHEHMs IOCJIEICTBUM BO3MOXKHBIX HAPYIICHUM.

Koutpons 3a cobOmoneHueM TpeOOBaHUM 3aKkoHoJaTenbcTBa Poccuiickoi

@enepanun B obmactu  oOpabotku [I/lH Bo3maraeTcss Ha OTBETCTBEHHOTO 3a

opranuzaiuio oopadorku [1/1H.
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7 KOHTPOJIb COCTOAHUA 3AIMINEHHOCTH ITIH

7.1 Kontpone cocrosuus 3amuiieHHoctd [IJ[H ocymiecTBisercss ¢ LEIbIO
CBOEBPEMEHHOI'O BBISBICHUS W IPEIOTBPALLECHUS HECAHKIIMOHUPOBAHHOIO JOCTyIa K
II/TH, nmpenHaMepeHHBIX IPOrPpaMMHO-TEXHUYECKUX Bo3zcucTBuid Ha [IJ[H u oueHku
3 PEKTUBHOCTH UX 3AIIUTHI.

7.2 KoHTponp  3aKkiro4aercs B IHPOBEPKE  BBINOJIHEHUS  IIPaBOBBIX
3aKOHOJATENIbHBIX 1 HOPMATUBHBIX aKTOB I10 BolpocaMm 3aiuTsl [1/[H, a Takke B OLICHKE
000CHOBAHHOCTH M 3(PPEKTUBHOCTH NPUHATHIX Mep 3aiuThl [1/1H.

7.3 Ilo pe3ynbTaTaM KOHTPOJS AAaeTcs OLEHKa H(PPEKTUBHOCTU MPHUHATHIX MeEp
sanmtel [1[ln. 3ammra [I[IH cumrtaercst >QQpeKTUBHON, €CIM NPUHUMAEMBIE MEpPbI
COOTBETCTBYIOT YCTAaHOBJICHHBbIM TpeOoBaHUSIM U HopMmaM. HecooTBeTcTBHE Mep
YCTQHOBJIEHHBIM TpeOoBaHUSIM M HopMmaMm 1o 3amute [I/IH sBiIseTcss HapylleHHEM.
Pesynbrarsl aHanu3a Nepuogu4eCKOro KOHTPOIIs, YCTAaHOBIICHHBIC IIPUYMHBI HAPYIICHUH,
PEKOMEHIAlMM IO MX YCTPAHCHHUIO OTPAXKAKOTCA B AKTAaX WM CIpaBKaX, KOTOpPBIE

JOKIaAbIBAOTCsA I[I/IpeKTOpy donga st IMPUHATHUA COOTBCTCTBYIOIIHNX pemeHHﬁ.
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